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Sources of Bias in Chemical Warfare Simulation

Mr. Dale Malabarba and Mr. Raymond V., Spring
US Army Natick Research and Development Center

CHEMCAS-II is a computer assisted model which simulates multiplte chemical weapon
attacks on arrays of military forces. The model estimates chemical casualties
and equipment contamination caused by specific weapon system/chemical agent com-
binations delivered against troop units. Further, this is a one sided chemical
warfare model which can portray both offensive and defensive situations. The
description of the weapon systems, chemical agents, meteorological conditions,
unit deployment, protective postures, and toxicological response of personnel
are defined by the user,

Historically, CHEMCAS-II evolved from the TECH models of the
1960's, which were single target/single weapon system models
developed to support JTCG/ME studies. CHEMCAS-II, however,
was extended to include the use of percent-of-knowledge and
target location error (TLE) lookup tables for determining
target detection and location errors for input to offline
manual fireplanning, a simplified model of munition delivery
accuracy, a new model of chemical alarm performance, multiple
allowable orientations of wind direction, target facing azi-
muth, munition tine-of-flight, and accounting for non-
simultaneous arrival of attacks from different sources.

/
The model throughout its component programs utilizes a Monte Carlo simulation
technique. The programs are:

Main 0 - manages the target arrays and performs the target detec-

tion and error computations,
Main 1 - produces the chemical cloud.
Main 2 - performs the weapons delivery and attack overlay computations.
Main 3 - assesses personnel casualties and equipment contamination.
PRTRTN - produces summary reports for the simulation.l

The validity of results obtained from CHEMCAS rest explicitly on the accuracy of
the user defined inputs and implicitly on the statistical properties of the
pseudo-random number generator used in the model. In CHEMCAS, as in any simula-
tion model, results can be misleading and inaccurate due to bias attributable to
a bad generator.

Specifically, in CHEMCAS bias caused by the pseudo-random number generator can
be introduced in MAIN O, MAIN 2, or MAIN 3. In MAIN O a file of perceived
target locations is produced using a version of the generator which produces
pseudo-random normal numbers. This file is then used to manually prepare a
fireplan for a chemical attack against these perceived target locations. In
MAIN 2 the impact points of the chiemical rounds are determined using this




- L

generator and the associated ballistic errors. Finally, in MAIN 3 a user
defined number of random points is sampled within each target, based on the ver-
sion producing pseudo-random uniform numbers, to evaluate the dosage and deposi-
tion at each of these points. The dosage and deposition values are then used to
determine personnel casualties and equipment contamination.

From the preceding discussion, it is apparent that bias can be introduced in
each of these programs through the pseudo-random number generator and severely
impact the results of the simulation and all subsequent analyses. Therefore, to
assess the potential bias in CHEMCAS, the routines used to generate the
pseudo-random numbers have been analyzed.

- Pseudo-Random Number Generation -

The CHEMCAS simulation model generates two types of pseudo-random numbers, uni-
form and normal. The uniform numbers are generated on the interval zero to one
and subsequently provide input to the pseudo-random normal number generator.
This latter procedure should then produce a standard normal distribution, that
is a normal distribution with a mean of zero and a standard deviation of one.
Again, these numbers are used in the determination of perceived target locations
for fireplanning and, with ballistic error distributions, to locate the impact
points of the chemical rounds.

The pseudo-random uniform number generator is an assembly language function,
RANDM, called from various programs and subroutines in CHEMCAS. The routine is
a basic linear congruent generator which stores the results of the current call
for use as the seed in the next function call.

The pseudo-random normal numbers are generated in a loop, where a bivariate nor-
mal x,y is produced. Here, RANDM is called twice, the first call for x and the
second for y, This loop executes 12 times with subsequent values for x and y
being added to the previous values obtained from RANDM. Finally, after the
twelfth interation the number 6 js subtracted from the summed values of x and Y.
So, for this two dimensional x,y point the x value would be the sum of the odd
number calls to RANDM (e.g., 1st call value + 3rd call value + ... + 23rd call
value) and the y value the sum of all the even calls. Thus, if this generator
has serial correlation problems with even number lags, the results obtained

from the pseudo-random normal generator would also be affected.

The validity of these generators has been evaluated by various statistical
methods. First, to evaluate the pseudo-random uniform number generator, a
program written by Crigler and ShieldsZ of the Naval Surface Weapons Center in
Dahlgren, Virginia has been used. This program was used to conduct a series of
11 different statistical tests on a distribution of ten thousand numbers pro-
duced by the pseudo-random uniform number generator. These tests are briefly
described below: -

1. Mean and Variance Tests - Since the uniform distribution has a mean
of 0.5 and a variance of 1/12 a determination of whether the distribution has
this mean and variance is done using a t-test for comparing the mean and an
F-test for a ratio of the sample and expected variances.




2. Frequency Test - The uniform distribution assumes that all its
values are equally distributed over the interval zero to one. In this test, the
ten thousand pseudo-random uniform numbers are divided into 100 categories and a
chi-square test is performed to determine the equality of the distribution in
the categories.

3. KoTmogorov-Smirnov (K-S) Test - Compares the observed cumulative
frequency distribution (cdf) of the ten thousand observations in the sample with
the expected cdf of an assumed uniform distribution. This test of the goodness
of fit will determine how well the pseudo-random uniform numbers actually fit
the uniform distribution.3

4. Maximum of T Test - The K-S test is performed on the cdf of 100
categories of the sample to determine how well these categories fit the expected
category cdf of the uniform distribution. The rationale of breaking the uniform
distribution into different categories is to show that no matter what the size
of the category, if the distribution is uniform, the same number of observations
is expected in each category.

equidistant, the length of the gap between each number is tested to determine if
they meet this equidistant assumption, ,

6. Poker Test - The 0,1 uniform range is segmented into five equal
sized categories. Two hundred sets of five consegutive pseudo-random uniform
numbers are then chosen from the sample of ten thousand. The numbers in each
category are tabulated and tested to show an equal number of points in each
category. : _

‘ 7. Coupon Collector's Test - Analogous to the Poker Test except that
the entire sample of ten thousand is tested to show how evenly they are distri-
buted into the five categories.

8. Permutation Test - the original set of ten thousand pseudo-random
uniform numbers is segmented into groups of three successively generated num-
bers. For each of these groups there are six possible permutations of order
(i.e. high, medium, low; high, low, medium; etc) representing six different
categories. Subsequently, each group of numbers is placed in the appropriate
category. Finally, a test is performed to determine if category sizes are
equal. _

9. Runs Test - A run is defined as a group of successive numbers that
either increase or decrease. To demonstrate that this pseudo-random uniform
‘number generator is truly random, there should be no large groups or large
number of runs of the same magnitude. The test looks for discrepancies such as
a large number of runs or detects an unlikely large run group in the sample,

10. Serial Test for Successive Pairs - The 0,1 range is divided into
ten equal sized intervals and then the sample of ten thousand pseudo-random
uniform numbers is broken into five thousand pairs. For each number in a pair, a
determination is made of the interval in which that number falls. An obser-
vation is then entered into a 10 X 10 matrix where the row corresponds to the




interval for the first number in the pair and the column corresponds to the
second. Finally, a chi-square test for independence is performed on the five
thousand observations in the 10 X 10 matrix, which will determine the randomness
of the generator.

11, Serial Correlation Test - The serial correlation between paired
observations from the sample of pseudo-random uniform numbers is evaluated for
nine different pairing schemes. In these schemes the second value in a pair is
lagged from two to ten. Since the numbers should be random, no matter how the
numbers are paired there should be no correlation between them. Thus, each of
the pairing schemes is tested to determine if the correlation differs from zero.
This series of eleven tests has been conducted for ten sets of ten thousand
pseudo-random uniform numbers generated by RANDM with different seeds. The
results of the testing, shown in Table 1, indicate no reason to reject RANDM as
an acceptable pseudo-random uniform number generator.

The pseudo-random normal number generator was subsequently tested through the
use of a sample K-S test. The sample size selected for this test was one

- thousand in order to approximate the number of pseudo-random normal values
generated in a typical CHEMCAS simulation.

The overall] number of K-S tests performed and samples generated was thirty with
the samples coming from ten different seed values. The results, shown in Table
2, demonstrate that five of thirty test sets were rejected at the 0.05 level of
significance., This can be interpreted to mean thab approximately 16.7 percent
of the sets generated were not from a normal (0,1) distribution. Also, the five
rejected samples were produced from five different seed values indicating

. that fifty percent of the input seeds could lead to biased results.

This finding does raise questions about results obtained from studies that use
CHEMCAS and, more importantly, dictates that the cause of nonnormality be
investigated and an alternative method of generating pseudo-random normal num-
bers be found. Toward this end, the size of the string of summed pseudo-random
uniform numbers was increased to twenty and thirty with the appropriate
subtractions being made for each. In both instances, all thirty samples fail
the normality test. The results are detailed in Tables 3 and 4.

Further study used the original pseudo-random normal number generating methodo-
logy to produce samples from those seeds which caused the normality test
failures. These samples can then be normalized by transforming to a mean of
zero and standard deviation of 1 (Table 5). This not only eliminates the non-
normality, but also indicates that the generator produces samples which are nor-
mal but do not have a mean of zero or standard deviation of one. To determine
if RANDM 1is the cause, the test series was rerun using the seeds that produced
the nonnormal samplie. These seeds passed all tests, leading to the conclusion
that the cause of nonnormality rests not with RANDM, but with the technique %o
generate pseudo-random normal numbers. As a result a new generating technique
must be identified.

One possibility is that suggested by Box and Muller? which takes two
pseudo-random uniform numbers and transforms them using the log, sine, and
cosine functions in the following manner:




X = (-2.0 - logeU1)# Cos pi - Uo

Y = (-2.0 - logeUp)d Sin 2pi - Uy
Where U1 = pseudo-random uniform number 1
U2 = pseudo-random uniform number 2

This method, when used to generate samples of one thousand pseudo-random

normal numbers, can be tested with the K-S test. As Table 6 shows, the number
of rejected samples, though reduced, is still in excess of a five percent level
and can not be considered acceptable.

A second method, based on the recommendations of Ahrens and Dieter 9 and imple-
mented in a FORTRAN routine taken from "A Guide to Simulation”, by Bradley, Fox
and Schrage © was used to generate samples of one thousand pseudo-random normal
numbers. Values were generated from different seeds for X,Y, and Z. The results
are well within acceptable 1imits and are shown in Table 7.

In conclusion, the current method for generating pseudo-random normal numbers in
the CHEMCAS model is unacceptable and should be revised. Any replacement must
consider both run time and the quality of the numbers generated. The second
method generates acceptable values, If this routine is fast as well as sta-
tistically acceptable, it should serve as a method to replace the existing tech-
nique.

This paper should warn simulation modelers not to accept any pseudo-random number
generator. Even those adopted from the literature should be tested to ensure
their statistical validity. Compilers for different hardware configurations
operate with a set of explicit and implicit assumptions which can affect the
results obtained from any pseudo-random number routine. Thus, the modelers
should ensure the adequacy of their generator.
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